IRSF today

What has changed since 20182

International revenue share fraud (IRSF) has remained
a staple form of income for fraudsters for almost two
decades. Despite a series of recent public-private
information-sharing initiatives aimed at disrupting the
modus operandi of fraudsters, IRSF is still one of the top
threats to the industry today.

The introduction of the EU Roam Like at Home (RLAH)
Directive in 2018 has compelled international premium
rate number (IPRN) providers and fraudsters alike to
change their behaviour, to continue to profit from IRSF.

In this paper, the author examines the drivers of these
changes, and their significance for CSPs. For instance,
destinations which had previously been considered
low risk because of their low termination rates, are now
utilised in orchestrated IRSF and Wangiri attacks around
the world.

In addition, the author advocates a strategy based on
the use of international premium rate test call numbers,
to complement other traditional anti-fraud methods,
and to step up the fight against IRSF and Wangiri fraud.
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INTRODUCTION

Historically, certainly in the years leading up to 2018, the same countries would usually
appear in the top 10 terminating IPRN destinations month after month; these being the
most prized destinations by fraudsters owing to the high pay-outs associated with their
call termination rates. These countries were destinations such as Cuba, Latvia, Lithuania,
Somalia, and others.

Since 2018, there is evidence that the focus of these destinations has been extended
to include a much wider range of country codes, with many of these being previously
considered of low risk, and of little interest to fraudsters because of their low termination
rates.

These changes are believed to have been driven by more efficiencies in most CSP’s fraud
detection capabilities which has resulted in common fraud destinations (and numlbers)
being known, and either blocked or hot-listed by originating carriers.

Another contributor, particularly relevant to the lower termination rate destination
numbers, was the revenue opportunity that was being created for fraudsters, and those
engaging in arbitrage, through the various tariff offerings now commonly offered which
allow multiple destinations to be called using one bundled tariff service plan.

SAME OLD FRAUD...

As already stated in this paper, the top 10 IRSF destinations changed very little month on
month for many years, so it was quite an easy task for fraud analysts to channel much
of their detection activity towards these high-risk destinations. If an IRSF attack was
detected, it was unusual if one of the top 10 risk destinations was not included in the dialled
destinations during that incident. We identified these top 10 destinations by the quantity
of numbers for each destination being advertised by IPRN providers, and the number of
IPRN providers who were advertising them. This methodology was generally confirmed
through the fraud reports and surveys submitted through the various industry fraud and
risk forums.
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The author has maintained a database of International
Premium Rate Numbers advertised by IPRN aggregators for
the past 8 years.From an initial database of 17,000 IPR numbers
in 2013, the database has grown to over 10 million numbers
(August 2021). In 2014 around 4,000 numlbers were advertised
each month, 1,700 of them being new numbers. Now around
3 million numbers are advertised each fortnight with between
300,000 and 600,000 of these being new numbers each
month. The new number total reached a high during August
2021, when 2.7 million new IPRN's were identified for the
month (these are numbers not previously advertised by any
IPRN Provider).

Each fortnight before this updated database is distributed to
the many CSP's who subscribe to the service. An analysis of the
new content is performed to identify the top 10 destinations in
the database, and the top 15 destinations currently advertised.
The top 10 destinations from the total database numbers
normally only have 1 or 2 changes per month, however the
top 15 currently advertised will now generally have between 8
and 12 changes which reflects the destination changes IPRN
providers are making every fortnight or month.

..BUT NEW DESTINATIONS

However,ithasbeen notedthatthe percentageofthedatabase
which makes up these top 10 destinations is changing. 3 years
ago, the top 10 destinations advertised by IPRN aggregators
accounted for 42% of the total database, which consisted of
220 destinations. The list of destinations as of August 2021
now includes 239 countries, and the percentage of the top 10
destinations has been decreasing over the past 3 years, and
as of 20 August 2021, this top 10 only accounts for 23.7% of the
total database. (This percentage is 2 points higher than it was
in July, influenced by two destinations with huge increases in
advertised numbers, Nigeria making up 6.11% of the total and
Dominican Republic 3.3%).

It is not uncommon now to find 1or 2 destinations making the
top 15 advertised IPRN destinations for that period entering
this list for the first time, many of these being destinations
that a few years ago were never considered a serious enough
threat that they would make this top 15 high risk list.

Unfortunately, fraud incident reporting within the industry
has declined over the past year or two, so we no longer have
the benefit of reviewing fraud incident reports to maintain
awareness of what destinations are being targeted for IRSF.
However from the few incidents the author has become aware
of each month, there are always destinations listed whose
presence would not have been expected in previous years.

m /company/XINTEC
2 /xiNTECGIobal | 3



SO, WHAT HAS CHANGED?

There is no doubt that many of the IPRN providers are moving
their focus away from the traditional high risk/high termination
rate destinations and adding many of the lower risk/lower
profit destinations. They will accept that the trade-off of lower
settlement rates against the potential longer detection times
make this strategy more profitable for them. The fraudsters
understand these lower risk destinations are not subject to such
intense scrutiny, so it is likely that the IRSF terminating number
will remain active for a longer period.

In the 2018 paper, the author looked at the 7 highest risk
destinations along with a comparison of the growth in those
destination numbers over the previous 2 years. The table from
this analysis was,

Fig 1 - Highest risk destinations by number of IPRNS advertised

sept 2016 | _Sept 2018

Cuba 7683 19985 160%
Latvia 5662 11509 103%
Lithuania 4548 10294 126%
Somalia 3191 7776 143%
Guinea 3239 6718 107%
Seychelles 3338 6352 90%
United Kingdom 1788 5927 231%

Fig 2 - Lower risk destinations by number of IPRNS advertised

Sept2016 | _sept 2013
20 447

Belgium 2135%
Portugal 3 286 9433%
Poland 555 1833 416%
France 1o 51 329%
Greece 20 369 1745%
Italy 80 341 326%
Philippines 125 1620 1196%

To demonstrate the changes in destinations in 2021, and the
change in these destinations even in one year, it is interesting
to look at the top 10 currently advertised risk destinations and
compare these with the top 10 destinations from the same
period of 2020. The table below (Fig. 3) represents all numbers
advertised by the IPRN Providers that we monitor for the month
of August of those 2 years. The total numbers advertised in
August 2020 was 2,670,265 while in the same month of 2021, the
total advertised figure was 6,417,374 million, an increase of 140%.
Six of these top 10 destinations were significantly above this 140%
figure. It is noted that only two destinations from the 2018 top
7 make the top 10 in 2021, and these are United Kingdom and
Somalia.
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Fig 3 - Highest risk destinations by number of IPRNS advertised during
August 2020 and August 2021

Aug 2020 | Aug 2021 | % increase |

Nigeria 12544 658284 5147%
Iraq 16775 133993 699%
Belgium 14974 112104 648%
Russia 16847 106610 533%
Latvia 35024 103336 195%
United Kingdom 51678 96520 86%

United Arab Emirates 13630 84532 520%
Somalia 30529 79702 161%

Afghanistan 39271 78490 100%
Papua New Guinea 6736 70870 952%

It is a similar situation when looking at the new numbers advertised during these
same two periods — these are numbers that have never, prior to August of each
year, been advertised by any IPRN provider that we monitor.

Fig 4 — Highest increase in new IPRN’s advertised during August 2020 and August 2021

Aug 2020 | Aug 2021 | % increase |

Nigeria 5761 607575 10446%
Iraq 5491 109853 1900%
Belgium 5064 87659 1631%
Russia 5292 64382 M6%
Somalia 4563 61565 1248%
United Arab Emirates 1428 57516 3927%
Gabon 3513 55114 1468%
Papua New Guinea 2980 53944 1710%
United Kingdom 17109 50601 195%
Myanmar 2091 42797 1946%

Taking the top 7 destinations from 2018 and looking at the percentage increase in
all numbers for those 7 destinations in 2020/2021, 5 of these 7 destinations show
an increase of considerably less that the 140% average increase in all numbers
advertised over this period.

Fig 5 - 2020/2021 total advertised numbers for highest 7 destinations from 2018.

Aug 2020 | Aug2021 | % increase |

Cuba 46685 55946 20%
Latvia 35024 103336 195%
Lithuania 32136 57381 78%
Somalia 30529 79702 161%
Guinea 33137 36969 1%

Seychelles 15237 16893 N%

United Kingdom 51678 96520 86%
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Thereareatotal of 30 destinationswhich show a reduction in advertised
numbers between August 2020 and August 2021. A sample of these
destinations, and the percentage decrease relating to their numbers
is demonstrated in the following table.

Fig 6 - Sample of 2020/2021 total advertised numbers showing a decrease in
numbers advertised.

Aug 2020 | Aug 2021 | % decrease |
365 95

American Samoa -73%

Ascension Island 8178 6780 -17%
Brazil 1615 958 -40%
Colombia 1557 789 -49%
Congo (Republic) 34672 24064 -30%
Guinea Bissau 13032 11691 -10%
Mozambique 22219 17507 -21%
Peru 1845 1039 -43%
Tunisia 61464 49356 -19%
Zimbabwe 31159 17138 -44%

The changes in advertised IPRN'’s is certainly a clear indication that
IPRN providers are changing their advertised number stocks more
than once per month,and our analysisshows that notonlyare numbers
being changed, but also destinations are being changed regularly.

The quantity of new numbers added has increased year on year since
the creation of the IPRN database back in 2013/14. Between September
2019 and August 2020, 5.76 million new numbers were added. Between
September 2020 and August 2021, 10.033 million numbers were added.
The graph below shows that there is now a tendency to add multiple
numbers every few months, which we assume coincides with more
numbers being detected by CSP’'s and blocked.

A CLOSER LOOK AT THE DATA

In the past, we have filtered these advertised numbers by the continents in which the
countries are located, and this is a good method to show how the ‘target’ countries are
changing from year to year. The following table shows the total numbers advertised for
April 2018, August 2020 and August 2021, along with the percentage of the total numbers

New IPRN's added Sept 2019 to Aug 2021
b & for each period as allocated to the continent where those countries are located.

3500000

2500000 All Continents 464,303 2697167 6554015

2000000 Africa 193,599 41.69% 1017830 37.70% 2130998 32.51%
1500000 Europe 105,190 22.65% 617868 22.90% 1639460 25.01%
1000000 Asia 59,401 12.79% 470976 17.46% 1437651 21.93%

Nth America 67,497 14.53% 380672 14.11% 728345 11.11%

700000 Sth America 13,024 2.80% N4444 4.24% 249799 3.80%
0 Oceania 18,842 4.05% 75523 2.80% 307730 4.69%

Sept Oct MNov Dec Jan Feb Mar Apr May Jun Jul Aug
Other (Satellite etc) 6,750 1.43% 19854 0.73% 60032 0.91%

2019/20 P 02021 e Linear [2020f21:|
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The graph below shows the increase/decrease in the percentage of IPRN's advertised by
each continent over this 3-year period. Africa has traditionally increased year on year as
a high-risk region, however it has decreased in risk over this period. This decrease would
have been greater were it not for the high quantity of Nigeria numbers advertised in
August 2021. Of the of the 2.697 million new numbers advertised in August 2021, 607,575
(22.5%) were allocated to Nigeria, so this has impacted the decline in numbers for Africa
somewhat. Europe and Asia have both continued to increase their percentage growth
over this 3-year period.

Continents - % increase/decrease
2019 to 2021
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CONCLUSIONS

The conclusions from the analysis of these 2020-2021 IPRN's has not changed a lot from
the 2018 analysis. It is clear that IPRN providers are both increasing their number stock
considerably and changing the destinations they are advertising.

One measure we review is the risk rating of each of the 237 calling destinations in the
database, and we assess this by taking the quantity of numbers advertised for each
destination, and assuming that the destination with the highest quantity of numbers
advertised is the highest risk (humber 1) and the destination with the lowest numbers
advertised, is the lowest risk (numlber 237).

These high and low risk destinations can change each month. For example, for August
2021, the top 5 risk destinations in order were Nigeria, Iraq, Belgium, Russia and Somalia,
whereas those for August 2020 were, in order, Tunisia, Algeria, United Kingdom, Cuba
and Afghanistan. These constant changes reinforce our view that monitoring high risk
destinations to manage the IRSF and Wangiri Fraud Risk is ineffective, when these high-
risk destinations are changing each month. Also, monitoring, or blocking numbers that
have been used during IRSF attacks previously is ineffective, when we consider that over
the past 12 months, over 10 million new numbers have been added to IPRN provider's
numMber stocks.

What remains an effective strategy to manage the IRSF and Wangiri Fraud risk is to use
an IPR test-number database, so as to complement other traditional anti-fraud strategies.
We are often told by current users of our IPR test-number database, that the detection of
one single IRSF case, as a result of using the database, more than recovers the cost of a
one-year subscription to same.
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in the areas of Telecoms Fraud (Internal and External) and
Investigations. He also has considerable experience with
Personnel and Physical Security, Law Enforcement Agency
Liaison, Intelligence Management, Regulatory Compliance,
Revenue Assurance and Policy development.

In 2012/13 Colin researched the use of Test Numbers being
used prior to an International Revenue Share Fraud attack and
fostered the development of a database of known Test Numbers
in use. This database has grown from 17,000 numbers in 2013
to over 10 million numbers today, and has proven itself as a key
defence against IRSF for its many customers.to complement
other traditional anti-fraud strategies.

We are often told by our current users of our IPRN Database,
that the detection of one IRSF case from using the database,
more than recovers the cost of the subscription for that year.

IPR TEST NUMBER DATABASE: A FORMIDABLE
WEAPON AGAINST IRSF

There are 237 destinations listed in the IPR Test Number database, and it is
impossible to second guess which of destinations are going to be called during the
next IRSF attack. The benefits of utilising the IPR Number Database, either with
iGenuity™, or using an existing Fraud Management System, cannot be overstated.

The 10 million numbers in the database are there because they have been
advertised as revenue share numbers by an IPRN Aggregator, and these numbers
include all destinations, irrespective of whether they are considered high or low
risk.

Our IPRN Database has become a key tool to complement a CSP’s IRSF and
Wangiri fraud detection capabilities, and we continue to add more users of the
database each year. The current move to focus more on low risk destinations, along
with the recent addition of the MSRN Database (containing 140,000 MSRN's which
are advertised as revenue share numbers) makes the argument to implement this
database, or indeed iGenuity™, compelling.
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